BIO-TECNOLOGIES IN COMPUTER SCIENCE: THE PROMISES,

THE HYPE AND THE REALITY

V.Shmerko

2

, M.Perkowski

3

, W.Rodgers

4 , D. Roo

b

5

, S.Yanushkevich 1

In this paper we try answer the question how use our knowledge about biological

objects in computer science? It is well known many examples of very useful using this

knowledge in theory and practice. For example, neural network is one of the models of a brain,

genetic algorithms based on principle evolution living objects, fuzzy logic is more real model of

making decision when part information is unknown or not correct. Information from biological

objects have unique feature which help solve the problem of person´s identification and recognition.

Many problems we can´t solve in modern computer systems, and researches

have search the answer in bio-systems. So, bio-computing based on some principles of

organization of living objects. In this paper we analyzed achievements in this domain. We

present our point of view on the problem of mapping modern Bio - technologies onto some

computer science problems. We consider two main directions: (i) identification and recognition

of biological objects based on feature extraction from biometric information (voice, thermal

images, fingerprints et.al.), and (ii) new calculation technique based on bio-principles

Bio-informatics,

Bio - (information, technologies, computing), Biometric

(information, technique, technologies)<Diana>

1. Introduction

Bio-informatics are the fast developing scientific direction, studying the processes of

creation, transmission, reception, storage, processing, displaying and interpretation of

information in allthe channels of functionaland signalsystems ofliving objects which are

known to biologicaland medicalscience and practice [Pol95]. Modern naturalsciences at

present sharplyneed in the updating ofscientific picture ofthe world, and the essential

contribution in this process can be made by the biometric and biomedical methods.

Onlysome more simple (statistical) forms ofbio-information have found their application

when person identification, and raised interest for these methods ofidentification can be caused

bynew possibilities ofinformation technologies. Intensivelystudying the problemhow to use bio-principles for other applications, for example, for computing based on biomolecular [

Diana ] and DNA [Diana ] principles.

Bio - informatics is interdisciplinarydirection which used modern achievements in

biologic, medicine, genetic engineering, computing science and others. Two main directions of

modern Bio - technologies are veryattractive for manyapplied problems: (i) identification of

biologicalobjects and (ii) technicalrealization ofsome principals oforganization ofbiological

objects. We consentrain our attention in these direction only.

First direction used for identification ofbiologicalobjects specialtype information, so

called

biometric information. This information (fromvoice, fingerprint, handwritten, hand geometryand so on) processing bymethods ofrecognition, identification, image analysis and so on. Biometric information can be classified as contact and non-contact methods. For example, for recognition biologicalobject byvoice or identification ofa person byeyes it is don´t require contacts with biologicalobjects, that is whythese methods ofrecognition and identification are classified as non-contact methods. Clear, that contact methods need direct or mediate contact with biologicalobject. For example, person´s identification methods based on fingerprints and signature need paper or specialdevises for input these objects (specialfeatures ofthese objects) to a computer. Note, that in manypapers reported about more exotic methods. So, concept ofelectromagnetic is intensivelyinvestigated at present. New results have been obtained in fractalanalysis, using which an attempt was taken to explain some paradoxicalphenomena such as morphogenetic field, distant cells communications, anomalouslyhigh sensitivityoforganismto near-zero frequencyperturbations, regulation processes critical dependence on the fractal features of noisy environment, etc. [Pol95].

The main idea ofthe second direction is using in computer science som e principles of organization living objects including there intellect. We can illustrate it on a number ofwell known in artificial intelligent examples. So, neuralnetworks (NN) is result ofstudyofhuman brain. Genetic algorithms, is directlyinspired byDarwin´s theoryofevolution. These algorithms constantly mutate into new software patterns. Once a better wayto solve a problem is found, the improved method becomes the programmer´s norm. Then the mutation and selection cycle starts all over again.

Fuzzy logic is the result of studying the problem how the person make the decision in many situation related with non correct and uncertainty information. Now fuzzy logic methods help, for example, automatic cameras decide which part of image should be in focus. It is more really model of thinking process in some cases. Also, some very advanced, machine-learning software is being used to recognize patterns in complex data and to analyze problems. It is another model of human thinking.

Very promising approa ch to design new generation of computer systems based on

biomolecular and DNA principles study know very intensively [ ]. Biomolecular computer is a

computer based on dynamism of biomolecular activities. High efficiently this computer on

parallel distribution logical information represented by varieties of biological molecules [Aoki].

So, the main advantage of biomolecular computing is the massive parallelism. Unfortunately biotechnological infrastructure is not yet mature enough and we can not say about design of biomolecular computers.

It is important understand achievements in these direction of computer science which have the common platform: they are used bio-information and principles of organization of living objects. From this quite general position we can see new approaches to solve problems.

But we limited our discussion only two directions of bio-informatics, namely; (i) using

biometric information for person´s identification, and (ii) using some biometric principles for

calculating. It is our goal and motivation of our study and this paper.

From the above mentioned point of view, this paper can be classified as invitation for

discussion. We are finding answers for next questions:

- How influence bio-principles and bio-concepts into computer science?

- Which knowledge about living objects are used in computer science, and in industry of

informatics ?

- <Diana>

DNA based computation<Diana>

3. Classification

It is veryusefultryto classified bio-information and bio-principles which are used in bioinformatic. This classification is not full, but we can evaluate state ofthe art in manydirection ofcomputer science and industrywhich are used biometric information or based on biometric principles.

3.1. Extraction of bio- information

Modern methods and devices extract bio-information from biological object

Bio-computers

Bio-

molecular/

DNA

computers

Neural Networks

Bio-technology

Biometric

tecnology

Bio-information

Biometric

information

Evolutionary

programming

Bio-principles

Fig.1. Basics notations of bio-informatics in manyways. Fig.2 illustrate some of

the more usefulnowadays: fromvisual

image, voice (acoustic), size and

configuration (geometry), thermal

image, biomolecular, electromagnetic

field. In processing ofextraction we

can obtain unique feature ofa living

objects. Now it is used mostlyfor

person´s authorization and recognition.

But the goalofstudysome kinds of

fields ofliving objects more general, for

example how to controlsuch fields.

Answers to this and related questions

are open knew possibilities in

communication and calculation [pol95]

3.2. Biological Principles

Geometry

information

Visual

Information

Acoustic

Information

Electro

magnetic

Concept

Thermal

imaging

Bio molecular information

Fig. 2.Biometrical information frombiological object

which is used in many directions of computer

science for practical applications and studying

Principles

Evolutionary

Programming

Fuzzy Logi c

Neural

Networks

DNA

based

analyzing of biometrics information. First of all it is

problems of person´s

authentication and recognition

(biometrics technology - BT). We

discuss these in sections 5 and 6 of

this paper.

Second level, from our point of view, based on using in computation or solving problems biometrics

principals and

concepts

. For example, NN is the model of brain´s construction, genetic algorithm is the model of evolution, fuzzy logic is the model of making decision when part information is unknown or have fuzzy character.

At the third level researches try to use in computing principles of biomolecular structure. The main feature of this level is that are used real biomolecular structure (not models) and the problem is to find methods of building and control bio-molecular processing.

We discuss this question in section 7 of this paper.

Forth level includes principle new, fantastic opportunity in communication and

computing. Now very intensively study many phenomena of living objects connecting with

special kinds of fields. In some papers reported results of experiments with such fields which

can be consider as a new type of memory, environment of processing and communication. In

some cases these fields can be controlled.

Note that developing and improving of practical applications of our knowledge about

living objects at the first level based on the achievements of the second level. For example, NN,

GA and fuzzy logic are powerful tools in studying and processing of biometric information. In

other words it means that for study biological objects are used methods based on bio-

principles. This fact have deep philosophical base. In this connection in some papers

forecasting that

this trend will be have place in next levels of practical applications of knowledge about biological objects (Fig.4, dotted lines).

Level

of anilizing bio-

information

Modelling some function of living objects

Level

of modelling bio-

principles

Modelling in biomolecular level

Level

of control and design

biomolecular structures

Modelling in electromagnetic level

Level of control and design of field structures

Fig.4. Levels of applications knowledge about biological objects in computer sciens

5. State of the Art Biometric Technologies

Nowadays termBTs means:

voice and speech recognition, dynamic signature and handwriting

capture, eyes (iris and retinal) identification, hand geometry, fingerprint (palm print) identification,

face recognition and keystroke dynamics (Fig. 5).

In a number of cases, thermal

imaging of a living objects is also

used. Possibly, it should be

classified as a separatedirection

of BTs.

It is quiteclear fromFig.5 the

modern view of BTs. It is doesn´t

mean, that BTs includes this

direction only. Wesay about the

direction rich areused now in

many practical applications. It is

well known about many others

investigation in biometrics, but

thesemethods can becalled as

laboratory´s BTs methods and

approaches . Wedon´t discuss

their in this paper, but many

experts predict development of not-touch methods BTs, i.e. methods which allow identifying theperson

on distance.

Theareas of BTs application is dynamically extend. It is possibleto explain partially by that

problems of information safety becamepriority for thepresent stageof IT development. Thehopes on

BTs are in many respects justified and their use frequently gives good results.

Themodern BTs applications mainly concentratein thefollowing areas: medical, lawand order,

banking and finance, immigration control, visual and voice communications, access control (Fig.6).

No doubt, everybody already met various biometric devices, which called in another way.

Control

Access

Control

Law &

Order

Visual & Voice

Communication

Medical

Applications

Banking

& Finance

Fig.6. Main modern BT applications

5.1. Fingerprints

Theapplication which most peoplearefamiliar with in this area are Automatic Fingerprint

Identification Systems (AFIS) as used by policeforces across theworld (PRINT-PAK-ORION

Systems, MORPHO Systems, NEC Systems, COGENT Systems, and others). BTs havein this direction rather deep historical roots (fromthemid 1880) and enough experienceaccumulated in criminology [Chap].

Bio m etric

Tech no lo gy

Signature

&

Handwriting

Voice &

Speech

Recognition

Keystroke

Dynamics

Face

Recognition

Fingerprint

Hand

· ·

Digitization

· ·

Compression

·

Enhancement

·

Restoration

·

Reconstruction

·

Segmentation

·

Models

· Design

Methodology

· · Clustering

Finger print

Iris

& Retina

Scanning

Fig. 9. Implementationof someBTs requires to usepractically all modern achievements in image processingand pattern recognition

It should besaid somewords on compression methods for biometric information. For instance, instead of storing an actual imageof the fingerprint as thetemplate, most verification devices storea codewhich relates to thelocation of theminutiaepoints on thefingerprint. The templatecannot beused to recreatean imageof thefingerprint so it is of no useto law enforcement agencies. thetemplates rangein size from25 to 2000 bytes so can bestored as a bar code, on a magnetic stripecard, smart card or on a central databaseconnected to theowner by a

PIN.

To identify a person based on retina scanning technology, it is enough to process 200-300 pixels of theimageand then to compress theresults by traditional way. From40 to 200 bytes are enough to store one image.

5. Open Problems in BTs

As any other rather new area of human activity, BTs havenot today a systemapproach to design systems to realizeBTs technology. For example, techniques and criterion of a choiceof particular BTs for thepurposes of applications havenot been developed. It stimulates interest of many experts to the given subject area. National Computer Security Association, USA, will performvarious biometric projects on behalf of its corporatemembers as well as Commercial Biometric Developers Consortium members. For thesametime, large experienceof designing AFIS has been accumulated. Themost simple engineering solutions of AFIS are widely used in banking, financial and access control.

BTs application is connected with thedecision of many new problems, in particular, legal & social problems, alerts to ethical use, privacy considerations, industry standards, biometric & internet security and others (Fig.14).

On estimations of the experts many problems requirenon-traditional approaches. However frequently thelife much accelerates thedecision ethical and social problems, connected to wideby use

BTs-systems, for example, national safety, terrorism, immigrations’ problem, large losses of financial institutions and etc.

6. Bio-computing

6.1. Biomolecular Devices

6.2. Calculation

6.3. The promises and reality

7. The promises and reality

Themodern practical applications BTs make a small part of our knowledge about

500-3000

bytes

20 -1000

bytes

1000-2000

bytes

25-2000

bytes

Signature

Voice Template

Fingerprint

Data

Compression

Stroke Analysis

Digital Signal

Processing

Syntactic and

other Processes

Fig.10.

9 -15

bytes

Syntactic and

other Processes

40 -200 bytes

Digital Signal

Processing

Retina

scanning

Biometric

Technology

Considerations

Effective

marketing strategies

Biometric

&

Law

Legal &

Social

Problems of

Biometric

Systems

Biometric

R e f e r e n c e s

Ammar M. 1993, Progress in Verification ofSkillfullySimulated Handwritten Signatures,

Pattern Recognition and Artificial Intelligence, vol. 5, pp. 337-351.

Absaloms H., and Tomikawa T., 1966, A StudyofHuman Eyes´ Detection byWindow-pair

Chasing, Trans. Inst. Electr. Eng. ( Japan), vol.116 - C, no.9, pp.1015-1028

American NationalStandards1986, Fingerprint Identification - Data Format for Information

Interchange, N.Y.,

Biometric Digest TM (USA), Ed. William Rogers, 1996/1997

Carlson J.J., and others, 1996, Fusion ofMultiple, Coarse Features fromthe Face, Hand and

Voice for Realable Human IdentityDetermination. Proc. SPIE (USA), vol.2755, pp.283-

293

Chapel C.E., Fingerprint - A Manual of Identification. N.Y., Coward McCann , 1971

Clergeau-Tournemire Stephanie, and Plamondon Rejean, Integration ofLexicaland Syntactical

Knowledge in a Handwriting-Recognition System, Mashine Vision and Applications,

Springer-Verlag , 8, 1995, pp.249-259

CuiY., and Weng J.J., Hand Sign Recognition fromIntensityImage Sequences with Complex

Backgrounds, Proc.of the 2nd int. Conf. on Automatic Face and Gesture recognition ,

Killngton, USA, 1996, pp.259-264

Ezzat T., and Poggio T., FacialAnalysis and Synthesis using Image-Based Models, Proc.of the the 2nd Int. Conf. on Automatic Face and Gesture Recognition , Killngton, VT, USA, 1996, pp.116-121

Foltyniewicz R., Automatic Face Recognition via Wavelets and MathematicalMorphology,

Proc. of the 13th Int. Conf. on Pattern Recognition , vol.2,1966, pp.13-17

HaliciU., and Ongun G., Fingerprint Classification Through Self-Organizing Feature Maps

Modified to Treat Uncertainties, Proc. IEEE (USA), vol.84, no.10, 1996, pp.1497-1512

Herpers R., and others, Context Based Detection ofKeypoints and Features in Eye Regions,

Proc. of the 13th Int. Conf. on Pattern Recognition , vol.2,1966, pp.23-28

Huang Kai, and Yan Hong, Off-Line Signature Verification bya NeuralNetwork Classifier,

Proc. of the 17th Australian Conf. on Neural Networks, Canberra, 1966, pp.190-194

Lee L. L., Berger T., and Aviczer E., Reliable On-Line Human Signature Verification Systems,

IEEE Trans, on Pattern Analysis and Machine Intelligence (USA), vol.18, no.6, 1996, pp.643-647

Maio D., and MaltoniD., Direct Gray-Scale Minutiae Detection in Fingerprints, IEEE Trans.

on Pattern Analysis and Mashine Intelligence, vol.19, no.1, 1997, pp.27-40

Mechtre B.M., Fingerprint Image Analysis for Automatic Identification, Mashine Vision and

Applications , vol.6, no.2-3, 1993, pp.124-139

Morgenshtein I. Psycho graphology, St.Petersburg , Publishing House by Vejerman , 1903 (In

Russian)

Penagos J.D., Prabhakaran N., and Wunnava S.V., An Efficient Scheme for Dynamic

Signature Verification, IEEE SOUTHEASTCON´96 , Tampa, FL, USA , 1996, pp.451-457

Plamondon R., and Lorette G., Automatic Signature Verification and Writer Identification -

The State of the Art, Pattern Recognition, 1989, vol.22, no.2, pp.107-131

Polonnikov R., and Korotkov K. (Eds.) Biometric Informatics and Eniology, St. Petersburg ,

` Olga´ Publishing House , 1995 (In Russian)

Saborian R., Genest G., and Preteux F., Pattern Spectrumas a LocalShape for Off-Line

Signature Verification, Proc. of the 13th Int. Conf. on Pattern Recognition , vol.3,1966, pp.43-48

Shmerko V., Experience ofDesigning and Using Signature and Handwriting Person

Identification Systems, The BCS Computer Security Specialist Group Annual Conference

9-10th March, London, UK, 1995, British Computer Society, London UK

Shmerko V., Kochergov E., Mikhaylenko S., and others, Systems for PersonalIdentification using Methods ofSignature and Handwriting Verification. Proc. of the 3-rd Int. Conf. on

Pattern Recognition and Information Analysis (S. Ablameyko Ed.), Minsk, Belarus, vol. 3,

1995, pp.25-35.

Tee E.R., and Selvanathan N., Enahancing the PersonalIdentification Number Input as a

Means ofIdentification Signature. Malaysian J.Comput. Sci. (Malaysia), vol.9, no.1, 1996, pp.37-41

Xuhua Yang, and others, Selection ofFeatures for Signature Verification Using the Genetic

Algorithm, Comp. Ind.Eng . (UK), vol.30, no.4, 1996, pp.1037-1045

Yaser Yacoob, and LarryS.Davis, Recognition Human FacialExpressions fromLong Image

Sequences Using OpticalFlow. IEEE Trans. on Pattern Analysis and Machine

Intelligence, vol.18, no.6, 1996, pp.636-642

Yokoo Y., and Hagiwara M., Human Faces Detection Method Using Genetic Algorithm, Proc.

of 1966 IEEE Int.Conf. on Evolutionary Computation ( Japan), 1996, pp.113-118

Zhou R.W., and Quck C., An Automatic FuzzyNeuralNetwork Driven Signature Verification

System, The IEEE Int. Conf. on Neural Networks , Washngton, USA, vol.2, 1996, pp.1034-

1039

Roo

b

D., Recent Developments in DNA-Computing

Soldek J., Shmerko V., Phillips Phil, Kukharev G., Rogers W., and Yanushkevich S., Image

Analysis and Pattern Recognition in Biometric Technilogies, Proc. of the 4-rd Int. Conf. on

Pattern Recognition and Information Analysis (V.Krasnoproshin,S. Ablameyko et.al Eds.),

Minsk, Belarus, vol. 1, 1997, pp.362-378

<Diana>