Systems for Personal Identification

using Methods of Signature and Handwriting Verification

Vlad P.Shmerko

Institute of Computing Science and Engineering, Technical University of Szczecin

Al.Piastow, 41, 71065, Szczecin, Poland

Fax: (4891)344329, e-mail: shmerko@felix.univ.szczecin.pl

ABSTRACT

The problem of automatic signature and handwritten text verification is considered. The working out of these applications is indicated to have to fulfil in common with criminalists and basing on well approved methods. Some results are considered on performance of the Belarussian-Polish project on creating the Automatic Signature and Handwriting

Personal Identification Systems (ASHPIS). Some ways to increase the efficiencyand improve the characteristics of the applications.

INDEX TERMS

Signature authenticity(verification), security, handwriting verification, Optic Character

Recognition (OCR).

1. INTRODUCTION

Theinstability of economics in CIS and some

Eastern European countries causes thesharp growth of crimes such as forgery of documents.

It was obvious that it is impossibleto control if only major flows of documents without new automatic systems. Thecrimes in this sphere stimulates works on creating the ASHPIS . It should benoted that thesesystems areoriented onto social infrastructures of theformer Soviet

Union and socialists countries.

Themost number of crimes is registrated in social (payments of pensions, allowances, compensations and others) and financial areas.

Theimperfection of thesestructures and resourcefullness, skill of criminals, allow to commit financial crimes in a largescale. As an example, it should besaid that theoverwhelming number of payments and remittanceby written order aremadebasing only signatureand passport. Neither onesepaprately or together is not guaranteeof authenticity of clients what is used by crimes. Numerous tests and experiments haveindicated thepractically full

unprotectiveness of financial documents (thetalk is about CIS). However at present thereare many serious financial crimes in bank information systems and world telecommunications wherecomputer security systems areused. It spears well for working out complex security systems using non-traditional approaches equally with classical methods.

Therearemany ways to solvetheseproblems, however all ones assumetheprincipal exchanges in social and financial spheres. Oneof links of new approaches to person identification is the signatureand handwriting verification. It should benoted that thesolution of this problemis of independant importancesincetheresults may be widely used in thebrackets of existing infrastructures of CIS and Eastern European states.

Furthermore, therearecriminalists´ problems.

Following to estimating of criminalists of some

Central and Western European countries, the number of documents examinations on signature has essentially increased during last years.

Intensity of CIS criminalists´ work does not estimated, but it may say about sharp growth of number of examinations. Unfortunately, thelevel of automatization of their work is very low. For example, to examinea signatureor handwriting it is required several hours. Owing to thecauses enumerated theproject under consideration assumes a working out ASHPIS and integrating them into existing ones.

Other handwritten signatureverification systems areknown too. For instance, by replacing passwords with signatures as a means of securing access to machines and networks.

Typical hardwareconfigurations for these purposes includepen computers or digitizers attached to a desk-or laptop computer. These applications providesafeand simplesecurity and minimizethebusiness risk instead of paper.

Many firms of USA, Germany, UK, Russia work on thetrend, for example, in UK Peripheral

Vision extend its support for its Pen Op software rangeto encompass Microsoft Windows for Pen

Computing V.1.0 and V.3.1 and IBM´s OS/2

V.2.1 and Pen OS/2 V.1.0.

2. THE CRUX OF THE PROBLEMS

Theproblems of personal identification through signatureand handwritten concern theclassical tasks of criminalistics, such as, for example, the identification of finger-prints. Therearemany criminalistic methods to solvethem. These methods areinter-disciplinary sincethey use achievements, modes and mathematical tools fromvarious branches of scienceand engineering. Algorithmisation and realisation of themethods has resulted in to somenew

(qualitativeand quantitive) changes in potentialities, estimates, characteristics and areas of applying thesesystems. This process cannot do without someparadoxes. For example, the influenceof information technologies onto criminalistics methods achieves such level when criminalists refuseto identify themself methods, i.e. do not sertificatea system, although one allows to receiveresults no worsethan when applying using modes generally used. The criminalists´ conservatism may befully explained and it is of certain positiveimportance.

On theother hand it is necessary to clearly conceivetheareas of applying the ASHPIS . They may beclassified as situations permitting the receiving an additional information about a person, and situations excluding such opportunitiy. For example, when drawing up financial documents by a client, hecan be required to maketheadditional signatureor manuscript data to analyzehis handwriting.

However a criminalist has not often such opportunity when dealing with suspect documents and hehas to bear theresponsibility for the decision.

Thereforethesystems´ importanceand functionsarechanged depending of usearea. It means that only a class of ASHPIS meets real needs.

To solveidentification problemconsidered it is necessary to bethreeprincipal components defining all thesystems´ functions and characteristics (Fig.1): (a) unit of input of signatureand handwritten text, (b) signatures and handwritten database,(c)verification module.

Theinput unit may beconstructed basing a scanner or scanning digitizer. A scanner allows to input only two-dimensional graphical objects, i.e. signatureand handwritten text froma paper, and a scanning digitizer permits to receivean additional information: characteristics of a pressurewhen signing and writting, and also a manner of holding a writting instrument.

Theidentification problem may besolved only if thereis a baseof signatures and handwritten text features belong to a real person. Thecreating of a databaseis not a trivial problem. It is previously reguired to choosespecial features fromtheinformation received, to optimizeand compress its. Identification algorithms are essentially differed depending of assumed data.

Themost complex is a casewhen it is necessary to process an information fromtwo connected objects (two end-points of a writing instrument) of three-dimentional coordinatespace. The characteristics may bedevided into next classes:

frecuency-related, graphical and geometrical, dynamic, pressure-related. Theidentification algorithms arebased on methods of

I n p u t

I n p u t u n i t

C o m p u t e r

I d e n t i fi c a t i o n m o d u l e

S i g n a t u r e a n d h a n d w r i t i n g d a t a b a s e

S o ft w a r e

D e c i s i o n a b o u t a u t h e n t i c i t y o f c l i e n t ´ s s i g n a t u r e

O u t p u t

F i g . 1 .

mathematical statistics, analytical geometry and decision modes. This is oneof most complex components of the system.

Someapproaches to solvetheseproblems are considered, for example, in Proceedings of the

International Conferenceon Document Analysis and Recognition.

3. CHARACTERISTICS OF SIGNATURE

AND HANDWRITING PERSONAL

IDENTIFICATION SYSTEMS

Themain and most significant characteristics of

ASHPIS is

the authenticity of personal

identification . This estimation may be expressed

as probability or percents. However, herethere

aremany practical questions, in particular, how

to influenceon this estimation, how it may be

calculated and others.

As a ruleall thesystems must work in the

conditions of incompleted information about

object. For example, it is insufficient one

signatureinputed through scanner frompaper to

identify a person when using any well-known

methods. More exactly, thereis sufficiently great

class of graphical objects for which it is

impossibleto establish thedifferences between a

truth and forged signaturewith thenecessity

authenticity. However, in practicea man needs

to decidefor thesituation given. For this the

additional information is used, for example,

special codes, identity cards and others. Thus,

oneof ways to improvetheauthenticity of

person identification is theusing an additional

information about an object.

Thetask of oneof stages of theBelarussian-

Polish project is to createthe ASHPIS using

signatures on financial documents scanned and

using an additional information such as

handwritten text on thesedocuments (data,

month, name, sum, nameof financial

organisation and others) (Fig.2).

Thepersonal identification authenticity may be

essentially improved owing to pass fromtwo-

dimentional coordinatespace(graphical objects

of surface) to three-dimensional one. It means thesubstitution of a digitizer for a scanner that

allows to analizea ^manner~ of performing a

signatureby a pressure(Fig.3). An additional

information may bereceived in theformof

trajectory of writting instrument too. Other

characteristics of theSystemis a volume of

clients´ signatures and handwritings database .

Thesecharacteristics may bevaried fromseveral

thousand (small commercial bank, social sphere

enterprises, local policeoffice) to hundreds of

thousands.

Finally, theSystemis characterized by decision

time . It may bevaried froma fraction of a

second to tens of minutes. For example, the

identification of a clientin a bank has to occupy

several seconds, and when making an

examination of documents it may beused the

systems with speed of tens of minutes.

Other characteristics arederivatives fromthree

main ones considered. For example, timeof

searching somesignatures in database, a

probability of need of an additional information

(a client ought once more to sign document) etc.

It should benoted that threecharacteristics

enumerated (authenticity of signaturepersonal

identification, volumeof clients databaseand

decision time) arefunctionally connected

between themself. It means that a changeof one

of themresults in changes of others. For

example, improving theauthenticity of personal

identification in a number of causes leads to

exponential growth of decision time. This effect

particulary is compensated by optimizing the

work of thesystemcomponents, increasing the

computer´s power and using network

technologies, for enstance, powerful server.

4. PROJECT ON CREATING THE

SIGNATURE AND HANDWRITING

PERSONAL IDENTIFICATION SYSTEMS

Thepresent project consists of 7 stages, a

number of themareparallely executed. Fig.4

gives thefull representation about project stages.

Theclass A is formed by systems whereinput

of information is madethrough a scanner, and in

theclass B a scanning digitizer is used. Each stageis completed by creating oneof versions of

theSystemfit for exploitation. For example, the

architectureof third version of thesystemis

shown in Fig.5. Theversion has thefollowing

functions: - signatureverification, - handwritten

text verification, - input of documents from

paper through a scanner.

Fourth version of theSystem(Fig.6) is

characterized by input of information through a

scanning digitizer. This systemintends for

working in touch with a client and provides the

high authenticity of personal identification.

Theproject provides integration of all the

versions of thesystemwith OCR. This is the

first step on integrating the ASHPIS into existing

Document Management ones.

Thefragments of working the experimental

Systems areconsidered in Appendix of the

paper: (a) Automatic Systemfor Personal

Identification MANUSCRIPT 1.24, (b) Personal

Identification SystemSIGN INSPECTOR

V.1.15, (c) OCR-system ADRES 1.2.

TheMANUSCRIPT 1.2.4 is intended for

handwriting verfiication when input of a text is

executed through a scanner. Its functioning is

represented by 5 steps: Step 1 - loading data,

Step 2 - processing handwritten text: lines

detection, lines approximation, preciselines

detection and others, Step 3 - processing of

handwritten text: connected groups detection,

Step 4 - processing of handwritten text:

processing connected groups, Step 5 - processing

handwritten text: processing lines. After Step 5 it

is cometo a decision basing the estimations and

characteristics computed.

TheSIGN INSPECTOR V.1.15 is intended to

verify signatureputting through a scanner. The

signatureverification process is represented by 6

steps: Step 1 - loading data (input data through a

scanner and choosing a person´s signaturefrom

database, Step 2 - computing parameters (motion

co-ordination), Step 3 - computing parameters

(dynamics measures), Step 4 - computing

parameters (signaturebiomechanics), Step 5 -

computing parameters (orientation measures),

Step 6 - decision about authenticity.

TheADRES 1.2 allows to recognizeRussian,

English, Polish text printed on financial

documents. TheApplication can read text typed,

photoset, printed by laser or LQ, NLQ or 9-pin

matrix printer, faxed. A notion about principles

its design may bereceived fromseveral steps of

its work: Step 1a - loading data fromfileor Step

1b - loading data froma scanner (scanning and

preprocessing data), Step 2 - processing and

receiving results of recognition, Step 3a -

studying thesystemto recognizenew characters

(making etalon), Step 3b - studying thesystemto

recognizenew characters (control thestudying

by operator).

5. PROBLEMS

Practically all the ASHPIS ought to work when

an information about object is insufficient. We

must understand as insufficient information also

thefact that wecannot evokethenecessary data

fromthemflow. For enstance, it is known that

man´s signatureis changed even during a day

and depends on his feeling, mood, writting

instrument, situation, etc. Probably, it is

impossibleto determinewhat factors affect

signatureand handwriting to thegreatest degree,

sincethis influencehas an individual, groupped,

strongly correlated character. It is obviously that

when automatizing theidentification process

thereis no going on theway of personal psycho-

analysis, sinceour knowledgein this area are

very scant. It is expedient to find themodes to

receivean additional information, say finger-

prints, voice, phisical parameters, individual

codeand others. However no always an

opportunity offers to identify finger-prints, for

example, becauseof ethic reasons. Then it

should be^supported~ the ASHPIS by using a

voicespectrumanalysis. However, the existing

systems no always allow to identify voice100 %

guaranteed.

Thus, in most practical tasks of person

identification basing modern information

technologies it is to besolved theproblemof

evoking of an additional information about

object in thepurposeof improving identification

authenticity. As a rule, researchers and designers of thesesystems cometo complex person

identification Applications performing an

analysis of various individual parameters and

characteristics. On this stageit need to solve

somenew problems, in particular, optimization

questions concerning estimates of identification

authenticity. However, when working out

commercial Systems theseproblems may be

often simplified.

It should benoted that in most cases the

identification problemought to solved during

limited time(seconds, as a rule). It is other

optimization question. But thedifficulties

enumerated has not theprincipal character and

has a decision.

CONCLUSION

Theneed of creating ASHPIS is conditioned by

growth of number of crimes in social and

financial spheres (thetalk is about CIS). These

systems areof original significance, i.e. can

performfunctions of protectivefilter in financial

resources movement. At thesametimethey

should beconsidered as a component of complex

security Application.

Thefulfilled Belarussian-Polish project on

creating the ASHPIS is called for deciding a

number of problems in various spheres (banking,

financial, social, legal). This project is based on

criminalists´ experience, graphology and

handwriting sciencemethods and uses modern

achievements of information technologies.

Project is on thestageof experimental researches

whose results are highly optimistic.

Theother sideof theproject is a help in training

specialists for economic, financial and banking

activity. Thereis thecourse^Banking

Information Systems and Telecommunications~

in Belarussian StateEconomic University

(Republic of Belarus) and Instituteof Computer

Scienceand Engineering, Technical University

of Szczecin (Poland). Oneof its chapters is

devoted to questions of person identification,

including signatureand handwriting verification.

Future economists, bankiers, finansists learn

modern methods and means of providing the security of financial flows, aspects of their

applications using examples of training bank.

Our purposeis that futurefinanciers and

bankiers should understand therisk of using the

modern banking IT and telecommunications,

absenceof absolutely reliablemethods and

means of security, thenecessity of developing

this sphere.

Theidentification problems (for printed and

manuscript characters) are enough learned and

havetheprogress. This is connected first of all

with applying theneural networks. In the

brackets of Belarussian-Polish project a number

of signatureand handwriting identification

experiments have executed on neural networks.

On our view thefutureof systems of this typeis

connected with theneural networks and Genetic

Algorithms. Someoptimistic results arealso

received on using Hidden Markov Models for

signature verification.

ACKNOWLEDGEMENTS

This paper is appered owing to friendlyand

professional support and help of Mr.Ph.Phillips,

Eur.Ing., CEng MIEE, FBCS, HonoraryPresident

BSC CSSG, Manager IT SecurityControl of Royal

Bank of Scotland, who makes practical contribution

to development of scientific-engineering contacts

between UK, Republic of Belarus and Poland. I

thank mycolleagues Mrs. S.Mikhaylenko, leading

belarussian specialist in graphology(Institute of

Criminalistics, Criminologyand Forensic

Examinations), Prof.,Dr.J.Soldek, Mr. E.Kochergov,

MIAPR, Mr. V.Cheushev, MIAPR, Mr.

L.Ryzhkovich, Dr.S.Yanushkevich, MIAPR, Mr.

A.Kaszmarek, Mr. D.Wojciechowski as major

executors of the project, other specialists of

Belarussian-Polish collective who allowme to

consider here some results of the project not finished

yet, and also specialists some criminal centres of

Belarussian and Polish police for numerous

discussions and advices.

REFERENCES

1. Kochergov E., Ryzhkovich L., Golukhov D.,

Document AuthenticityIdentification Systems

applied to Educational Process. Proc.of the First Int.

Conference on Applications of Computer Systems,

Ed. J.Soldek, Szczecin, Poland, 1994, p.117-122.

2. Bodrov V., Kochergov E., KurbatskyA. and

others, Technologies of Automatics Input and

Recognition of Documents: an Experience of

Organizing Educational Process. Proc.of the First

Int. Conference on Applications of Computer

Systems, Ed. J.Soldek, Szczecin, Poland, 1994,

p.123-130.

3. Golenda L., Guvakov I., Mikhaliov S.,

Ryzhkovich L., Information Securityof Banking and

Financial Activity: Educational Aspects of Higher

School. Proc.of the First Int. Conference on

Applications of Computer Systems, Ed. J.Soldek,

Szczecin, Poland, 1994, p.149-158.

4. Shmerko V., Dravitsa V.,Golenda L and others,

Modern Banking Information Technologies and

Telecommunications: Organization of the Process

of Teaching in Technical and Economoc

Universities in the Republic of Belarus. Proc.of the

First Int. Conference on Applications of Computer

Systems,Ed.J.Soldek,Szczecin,Poland,1994,p.159-

168

5. Shmerko V., Dravitsa V., Bakhirev A and others,

Technologyof Studying the Banking Systems and

Telecommunications. Proc.of the First Int.

Conference on Applications of Computer Systems,

Ed. J.Soldek, Szczecin, Poland, 1994, p.169-176.

6. Shmerko V., Dravitsa V., Bakhirev A. and others,

Banking Technology: a series of LaboratoryWorks

for the UniversityTraining Bank. Proc. of the

Conference on NewInformation Technologies in

Education, Ed. V.Shmerko, Minsk,Republic of

Belarus,1994,p.40-43.

7. Bodrov V., Kochergov E., KurbatskyA. and

others, LaboratoryWork ^Automatic Input of

Financial Documents~. Proc. of the Conference on

NewInformation Technologies in Education, Ed.

V.Shmerko,Minsk,Republic of Belarus,1994,p.44-47

8. Kochergov E., Up-to-Data Information

Technologyin Financial Documents Identification

and Security. Proc. of the Conference on New

Information Technologies in Education, Ed.

V.Shmerko, Minsk, Republic of Belarus, 1994,

p.48-50.

9. Stashevskaya L., Cheushev V., The Laboratory

Work ^Standartization of the Financial Documents

for Automatic Information Processing Systems.

Proc. of the Conference on NewInformation

Technologies in Education, Ed. V.Shmerko, Minsk,

Republic of Belarus, 1994, p.57-60.

10. Ph. Phillips, Securityfor Small Systems.

Elsevier Advanced TechnologyPublications, Section

on Security Policy, 1988.

11. Ph. Phillips, Managing Risk in the Financial

Services Sector. Proc. of the Conference on New

Information Technologies in Education, Ed.

V.Shmerko, Minsk, Republic of Belarus,1994,p.6-

11.

12. A Code of Practice for Information Security

Management. BSI Standards, DISC PD0003,

September 1993.

13. IT SecurityBranches SurveySummary. The

National Computing Centre Limited (NCC), 1994.

14. Joseph De Feo, IT in Banking. Conversations

with Goodman Graham, Autumn 1994.

15. Sabourin R. and Drouhard J.P. Off-line

Signature Verification Using Directional PDF and

Neural Networks. Proc.of the 11th ICPR, The

Hague, The Netherlands, 1992, pp.321-325.

16. Plamondon R. and Lorette G., Automatic

Signature State of the Art. Pattern Recognition,

1989,Vol.22,No.2, pp.107-131.

17. Robling Denning, D.E., Cryptographyand Data

Security, Addison-WesleyPublishing Company,

1982.

18. De Bruyne ,P., Dynamic Signature Verification

using Your Own Pen. Proc.CarnahawConf.on

Crime Cauntermeasures. 1988.

AUTHOR

Vlad P.Shmerko (1949) , CEng,

MIEE, MIIA, MIAPR, received MSc´s degree in

State Universityof Informatics and Radioelectronics

(Minsk, Republic of Belarus) in 1976, PhD´s degree

in 1985 and Doctor´s of Science (in EE) in 1990. He

is a co-author of 5 monographs on orthogonal

methods in digital signal processing, applied theory

of multivalued logic functions, logic differential

calculus, an author of more thah 40 patents and 80

articles. Since 1993 - a Head of Department of

Information Technologies and supervisor of the

Laboratory^NewInformation Technologies in

Economics and Control~ of Belarussian State

Economic University and a supervisor of the

Laboratory^Image Analysis and Pattern

Recognition~ of State Universityof Informatics and

Radioelectronics (Minsk, Republic of Belarus). Now

he is a Professor of Institute of Computer Science

and Engineering of Technical Universityof

Szczecin (Poland). His scientific area are parallel

computing, digital signal processing, multivalued

functions theoryand financial information

technologies.